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Abstract

This analysis examines eye gaze-tracking technology, techniques, and usages in academic
institutions to enforce integrity, and explores any privacy concerns that may constitute ethics
violations. Before delving into the ethics of tracking technologies, this research focuses first on
how eye gaze-tracking technologies function and have been developed. Following an
examination of the technical attributes of this technology the analysis subsequently discusses its
applications in academic environments. This is critical as circumstances such as the COVID-19
pandemic and its associated lockdowns have transformed the modality of classroom
environments for different schools and universities to a virtual medium. Through these virtual
classroom environments, cheating during assignments and tests has become more prevalent. As a
result, measures to combat this have been integrated, such as a video recording of students to
track their eyesight during exams. Eye gaze-tracking measures such as the one mentioned above
have been scrutinized for issues with ethics, privacy, and legality, as these measures are often
very invasive to one’s privacy when enacted. The work concludes with an analysis of its
implications on users’ privacy.
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Introduction
In the 21st century, it is evident that virtual modalities for class environments are becoming more

commonplace. This can be attributed to circumstances such as the COVID-19 pandemic and its associated
lockdowns or simply for ease of access in different university environments when people cannot always
be present. As with the increase of virtual modalities for lectures, people found ways to exploit this
through cheating during assignments and tests. To combat these issues, different software and programs
were created with the purpose of providing anti-cheating mechanisms through eye gaze tracking. The
analysis in this paper examines gaze-tracking technology, techniques, and usages in academic institutions
to enforce integrity, and explores any privacy concerns that may constitute ethics violations. Before
delving into the ethics of tracking technologies the next section begins by looking at how gaze-tracking
technology works. Following an examination of the technical attributes of the technology the analysis
subsequently discusses its applications in academic environments. Finally, the work concludes with an
analysis of its implications on users’ privacy.

Defining Eye Gaze-Tracking and Its Applications
Eye gaze-tracking is a technique in which an individual's eye movements are measured and

analyzed so that a program or person may know where the individual is looking, what the individual is
looking at, and in some more advanced eye gaze-tracking algorithms, what emotions the individual may
be displaying through his eye movement and facial expressions. Vision through the human eye constitutes
a critical sense. The ability to track a subject’s eye movements in different applications can provide
critical understanding of potential motives and emotions. Applications of eye gaze-tracking are
increasingly common and occur in classroom and testing environments via virtual modalities, however,
one’s eye signature is completely unique to themselves, as in the case of a fingerprint, and there are many
different systems that use eye gaze-tracking in security settings. As aforementioned, eye gaze-tracking has
received more media and public attention recently due to its usage, albeit not widespread usage, in the
proctoring of exams in virtual environments. As this technology advances, more applications will become
available.

Historical Practices of Eye Tracking
Modern eye gaze-tracking techniques would not be possible without multiple studies of the eye

throughout history, more specifically studies of the eye anatomy by Johannes Kepler in the seventeenth
century.1 Throughout this period, Christoph Scheiner is considered to have formulated the first forms of
eye gaze-tracking through tests of the pupil to different stimuli.2 Through the work by Christoph Scheiner
and Johannes Kepler we now understand that “if you stand a person in bright sunlight and observe their
pupil, you will see that the pupil constricts, decreasing in size. Whereas if you move them into a darker
area with less light, the pupil will dilate, becoming larger again, demonstrating the reactivity of the pupil
to light.”3 In the nineteenth century studies of the eye advanced to the point where researchers formulated
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crude instruments for recording eye movements, often through tools attached to the eye; while these tools
for recording eye movements were crude by most standards, they established a basic methodology for
modern eye tracking studies.

The twentieth century was critical for the development of eye tracking technologies, as the
biggest strides in eye tracking research occurred within that time period. Eye tracking methods moved
towards more objective sources and less invasive forms of recording data as photographic methods
became the primary source for the collection of eye data. Early eye gaze-tracking devices and systems in
the twentieth century “relied on electrodes mounted on the skin around the eye that could measure
differences in electric potential so as to detect eye movements” while others “required the wearing of
large contact lenses that covered the cornea and sclera.”4 However, today even primitive forms of eye
tracking can use a simple laptop web camera to track the eyesight of an individual.

How Eye Gaze-Tracking Functions

As mentioned by Stuart in his book Eye Tracking Backgrounds, Methods, and
Applications, there are a few types of gaze-tracking methods: video/photo/laser-based, electro-
oculography, and scleral search coils.5 In this paper, we focus on video-based gaze tracking as it
is the least invasive method as well as the simplest to use, making it the primary method used for
detecting cheating. Additionally, according to Papoutsaki, in more recent times, technological
advances have allowed the use of webcams and offline software to produce acceptable results in
eye-tracking, making video-based gaze-tracking the cheapest method.6 Video-based gaze-
tracking primarily utilizes infrared or near-infrared light to illuminate the pupil and then records
the reflection of the light off of the cornea with an infrared camera to map out the structure of the
eye, finding the center of the pupil, and tracking eye rotation as well as gaze direction. The
following image from Redline and Lankford’s 2001 study titled Eye-movement analysis: A new
tool for evaluating the design of visually administered instruments shows the change in the
position of the reflection on the cornea as a person’s gaze shifts.

Figure 1: Eye Movement Analysis from Redline and Lankford 2001.
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To determine what the user is looking at on the screen, calibration is needed. This calibration is
usually in the form of fixed points on the screen that the user must look at. An example can be

seen in the following image.

Figure 2: Gaze Training Screen

The above image demonstrates the calibration method used in a browser-based gaze-
tracking plugin called E-Proctor, which uses the webcam of a laptop to perform video-based
gaze-tracking. There are nine points on the screen to determine the x and y coordinates and the
edges. After calibration, the data from tracking eye movements can be used to determine when
the user looks off the screen or precisely where on the screen the user is looking. For example,
the plugin can detect when a student tries to sneakily look off the computer screen at a source of
unauthorized assistance. In the case of E-Proctor, the monitoring is live and constant, meaning
upon the start of the online examination, it conducts continuous proctoring to detect any instance
of suspicious behavior. In some instances, the tracking is not done in real-time but rather
captured first and then used later. In either case, the data that is collected is sent to a back-end
server for processing to check for odd activities.

Applications of Eye Tracking in Cheating Detection and Academic Settings

The implementation of eye tracking technology for the detection of cheating is currently
primarily observed within academic institutions. With the onset of the COVID-19 pandemic,
schools and universities swiftly pivoted towards remote learning environments in order to ensure
the safety of students and staff. This shift has consequently led to the administration of online
examinations, which has prompted the exploration of novel approaches to prevent academic
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misconduct. In this context, the utilization of eye tracking for the purpose of detecting cheating
has emerged as a promising solution. Specifically, the ability to monitor and analyze students'
ocular movements during online assessments presents a unique opportunity to identify and
mitigate instances of cheating, thereby promoting the integrity and fairness of the evaluation
process.

Hence, academic organizations have incorporated anti-cheating measures such as
requiring the usage of monitoring tools such as ProctorU and Proctorio during online exams.7 At
the Virginia Tech, some professors use software that does something similar known as a
lockdown browser, which is an application that acts as a special web browser with certain
restrictions designed to prevent cheating. The application used by professors at Virginia Tech and
many other institutions is simply called LockDown Browser, made by a software company called
Respondus.

According to Respondus’ website, the first version of Respondus came out in 2015 for
Windows, and in 2016 for Mac. The software was initially conceived as a browser application to
curtail users' ability to switch to other concurrently running applications on their computer.
However, Respondus has since undergone significant development, adding a new service called
Respondus Monitor, which builds on top of the LockDown Browser, encompassing more robust
methods for detecting and preventing academic dishonesty. The Respondus Monitor
incorporates multifaceted protocols that capture audio and video data through the user’s device
throughout the duration of the examination. Respondus Monitor shares one common feature with
the monitoring tools mentioned above: the utilization of webcams to watch the student and pick
up any suspicious activity. While some do this by using a person to act as a proctor by watching
the video feed generated via the webcam, others use automated tools including eye tracking.
Respondus Monitor in particular says the “webcam recording itself goes through an automated
"post-processing" step that utilizes computer vision technology to determine: whether the student
remained in the video frame, if multiple people appear in the video frame, if the person in the
video frame differs from the person who started the exam, and the position of the user's face
relative to the webcam recording device”.8 To detect if the person differs throughout the exam
session, Respondus claims to use a “creation of a temporary template of facial features during
automated processing” that is then used “either by the server executing the Respondus Monitor
software or by the automated processing” that occurs on the user’s device.9 Although it is unclear
whether the “template of facial features” include the eyes, it is a likely possibility that even if it
does not as of now, it will be implemented in the future to further increase the effectiveness of
the Respondus Monitor.
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Ethics, Legality, and Privacy Issues of Eye Tracking
As with any technology today, we must consider any implications on ethics, legality, and privacy.

With the development of more advanced technology, privacy concerns have increased accordingly, as
these newer technologies have more capabilities for different forms of data collection. In today’s age
common devices such as phones, laptops, and smart watches have the capabilities for collecting data
through cameras, voice recognition, and more rudimentary forms, such as the collection of personal
information in the case of credit cards, passwords, personal data, and chat logs, as well as even social
security numbers that may be stored on the system. Most of these data privacy concerns are known to the
general public and have been known since the introduction of smart technologies, however, concerns with
eye-gaze tracking and its associated data collection have been more prevalent in recent history than years
prior. To preface, humans use eye contact as a form of communication and a way to show interest in
varying social circumstances. Regarding physical attributes, the age of a user can be approximated using
scan paths, that study the retina of the eye through machine-based learning techniques. Furthermore, the
figure below depicts the variety of attributes that eye tracking data collection can show about a person.10

Figure 3: “Data Commonly Captured by EyeTrackers.” J. L. Kröger, O. H.-M. Lutz, and F. Müller, “What
does your gaze reveal about you? on the privacy implications of Eye Tracking,” Privacy and Identity
Management. Data for Better Living: AI and Privacy, pp. 226–241, 2020.
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With the amount of information that can be extrapolated from data collection of the eye,
one can reveal more about oneself than they deem to be within their consent. Machine based
learning techniques through eye gaze-tracking can display a person’s personal ailments, thought-
processes, and personal information that may reach far beyond the purpose of the eye tracking
system; if an anti-cheating eye tracking software is being used in an academic setting with the
primary purpose of honest test-taking, the software may go above and beyond its primary goal
and could have the ability to gather personal data about the person behind the computer screen
which already poses multiple privacy and ethical concerns.
Further ethical concerns arise when people who use the anti-cheating eye tracking software are
deceived about the nature of the data being collected or even coerced in sharing more facial
recognition and eye data than they may understand. When anti-cheating software systems are
strictly enforced by academic institutions, a student cannot simply refuse to complete an
assignment or test without the anti-cheating software, they must rather agree to the terms and
conditions of the software blindly to prevent undermining their grades and/or academic standing.
Critical privacy concerns are evident when the fact that some anti-cheating software systems
collect the eye tracking and facial recognition data, store it, and have it available for proctoring
even when the assignment or exam is complete. If there were to be a data breach concerning the
company behind an anti-cheating system, it could jeopardize the privacy of persons involved,
especially the privacy surrounding critical personal information such as any data collected about
a subject’s eyes and face. Furthermore, if the data of a subject’s face and eyes is exposed to the
internet, it would be considerably easier for people to harm the subject’s image and public
standing through deepfake technology.

To address the legal concerns that anti-cheating eye tracking may pose, data collected through
these systems must be secure and follow all data protection laws and policies as well as
copyright laws. Any participants in assignments or exams proctored by these anti-cheating
technologies should know fully the procedures of these technologies and explicitly give consent
to share their facial data. In addition, any data collected must follow all data protection laws and
procedures to prevent jeopardizing personal information about a user. To achieve this, the data
collected must be securely stored and not sold or shared with third parties, which is a practice
that often occurs. In the case of collected eye tracking data that may be considered intellectual
property, the data must follow all copyright and patent laws that may be involved. The issue with
upholding rules in academic settings resolves back to a lack of understanding of the risks posed
by these programs. Instructors will often blindly choose a program that meets their proctoring
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requirements without knowing the risks to the students involved. Students will often consent to
being monitored as they rarely have options outside of continuously monitored assignment and
test completion. Professors should offer clear alternative, less invasive, means of taking tests as
an option available for individuals uncomfortable with using gaze tracking software.

Conclusion

Currently, anti-cheating eye gaze-tracking proctoring programs are seen in most virtual academic
settings in the USA, especially in universities, as well as in many foreign countries. Due to the
prevalence of proctoring systems, multiple concerns have been raised regarding the ethics,
legality, and privacy of these systems. Amajority of these systems were created to fill in a role
brought about by the change of teaching in-person to teaching in a virtual classroom environment
during COVID-19, many of the concerns raised were insufficiently considered or entirely
overlooked. Eye tracking proctoring programs could provide a more honest academic process for
many teachers and students alike, however, the question of ethics lingers. This research analysis
provides the basis for further consideration of these programs and what issues could and should
be resolved to make these proctoring systems more viable for mass usage in the future.
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